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Abstract  Biometric-based techniques have re-
cently emerged as a trustworthy and effective ap-
proach of user authentication; however, unlike con-
ventional authentication methods such as passwords 
and tokens, if an enrolled biometric template is com-
promised, usually it cannot be revoked or re-issued. 
In this paper, four naive cancelable techniques, 
namely, shifting, password-dependent shifting, XOR 
and adding, for a bimodal biometric cryptosystem 
are presented. The proposed cancelable techniques 
are designed to be embedded into any bimodal bio-
metric cryptosystem. The bimodal biometric cryp-
tosystem uses speech and electrocardiogram signals 
as biometric information. The biometric cryptosys-
tem implements an error-correction layer using the 
Hadamard code. The performance of the four can-
celable techniques is assessed using ECG signals 
from MIT-BIH database and speech signals from a 
speech database created for testing purposes. The re-
sults show that the best performance in terms of 
FAR and FRR metrics is achieved with XOR and 
adding techniques.  

Keywords  Biometric Cryptosystem, Cancelable 
Technique, Hadamard Code. 

I. INTRODUCTION 
Biometrics guarantees the identification of individuals 
based on measuring their personal unique features with 
a high degree of assurance (see e.g. Clancy et al., 2003; 
Goh and Ngo, 2003; Hao et al., 2005; Hao and Chan, 
2002; Daugman, 2009). However, the advantages of bi-
ometrics can be minimized if the true biometric privacy 
is exposed. It is well-known that unlike conventional 
authentication methods such as passwords or tokens, if 
an enrolled biometric template is compromised, usually 
it cannot be revoked or re-issued. Cancelable biometrics 
is thus a way in which to incorporate protection and the 
replacement features into biometrics (Ratha et al., 2001; 
Rathgeb and Uhl, 2011). Protecting the true biometric 
using a cancelable technique enables to the biometric 
cryptosystems revoking easily the fake biometric when 
somehow the security of the biometric cryptosystem is 
compromised. Cancelable techniques for biometrics 
were proposed in Ratha et al. (2001) and it was success-
fully adapted to fingerprint biometrics (Ratha et al., 
2007; Ouda et al., 2011). Later, other works have pre-
sented alternative cancelable techniques to protect the 
true biometric using hash functions (Davida et al., 1998; 
Chakravarty et al., 2011; Gaddam and Lal, 2010), signa-

ture recognition systems (Maiorana et al., 2010), and 
fuzzy schemes (Juels and Wattenberg, 1999; Rathgeb 
and Uhl, 2011). These works have shown the im-
portance of protecting the true biometrics as well as an 
improvement in the performance and overall security of 
their biometric cryptosystems however their cancelable 
techniques are complex and oriented to a specific type 
of biometric.  

Some biometric cryptosystems offer sophisticated 
techniques to extract templates or even to derive crypto-
graphic keys from biometric data; however, these bio-
metric cryptosystems expose the privacy of the true bi-
ometric through the processing stages (see e.g. Clancy 
et al., 2003; Goh and Ngo, 2003; Hao et al., 2005; Hao 
and Chan, 2002; Garcia-Baleon et al., 2009a; Garcia-
Baleon and Alarcon-Aquino, 2009; Garcia-Baleon et 
al., 2009b)). This fact has a serious impact in the social 
acceptance of biometric cryptosystems. The design of 
the bimodal biometric cryptosystem reported in this pa-
per exploits the advantages of biometrics and cancelable 
techniques to keep secret the true biometrics through the 
processing stages and to guarantee revocability of the 
fake biometrics when it is needed.  

The use of the ECG (electrocardiogram) signals is 
widely spread. However, most of the research is focused 
on developing methods to diagnose heart diseases and 
methods to compress and to denoise the ECG signals 
(Yarman et al., 2004; Ktata et al., 2009; Chouakri et al., 
2005). In recent years, the use of ECG signals has 
turned to the biometric field due to the fact that this bi-
ometric signal has the same potential compared with 
other well-known biometrics. In fact, ECG signals pre-
sent advantages over fingerprint or faceprint such as 
liveness and circumvention (Wubbeler et al., 2007; Ya-
Ting et al., 2007). Several works have reported systems 
to identify individuals with a high degree of trust (Gar-
cia-Baleon et al., 2009a; Garcia-Baleon and Alarcon-
Aquino, 2009; Wubbeler et al., 2007; Ya-Ting et al., 
2007). However, all these works have omitted to protect 
the true biometric in the process.  

On the other hand, the use of speech as biometric has 
been proposed in several papers (Covell and Baluja, 
2007a; Covell and Baluja, 2007b). The techniques and 
algorithms used for extracting and generating signatures 
using the speech can vary widely in power and sophisti-
cation, and range from statistical techniques or neural 
networks to artificial intelligence. The extraction of a 
spectrogram fingerprinting using wavelet hashing is re-
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ported in Covell and Baluja (2007a). Also, the idea of 
audio fingerprinting combining computer vision and da-
ta stream processing has been proposed in Covell and 
Baluja (2007b).  

In this paper we report four cancelable techniques, 
namely, shifting, password-dependent shifting, XOR 
and adding, to be embedded into any bimodal biometric 
cryptosystem. The approach uses speech and electrocar-
diogram (ECG) signals as biometric information. The 
remainder of this paper is organized as follows. In Sec-
tion 2, the relevant characteristics of the biometric sig-
nals, the error metrics, and the Hadamard Code as well 
as the performed wavelet analysis is described. In Sec-
tion 3, the proposed cancelable techniques are present-
ed. In Section 4, simulation results of the different can-
celable techniques are reported. Finally, conclusions are 
discussed in Section 5.  

II. BIOMETRIC SIGNALS: ECG AND SPEECH 
The proposed bimodal biometric cryptosystem works 
using forced-choice range ECG samples extracted from 
an ECG signal and forced-choice range speech samples 
extracted from simple utterances of predetermined sin-
gle words. The forced-choice range of an ECG sample 
is defined as the range between the two maximum 
points (values) of two QRS complex neighbors. Figure 
1 shows two QRS complex of an ECG signal. 

The QRS complex represents ventricular depolariza-
tion. The duration of the QRS complex is normally be-
tween 0.06 to 0.1 seconds. The shape of the QRS com-
plex changes depending on which recording electrods 
are being used. The forced-choice range ECG sample is 
delimited by the two maximum values of each QRS 
complex that occurs in R for both. Henceforth a forced-
choice range ECG sample extracted from the ECG sig-
nal is referred to as R−R signal. However, the quasi-
periodicity of ECG signals leads to obtain R−R signals 
with 75-120 samples instead of R−R signals with con-
stant samples. Then, it is necessary to establish a limit 
applicable to all R−R signals to generate R−R signals 
with constant samples. Several experiments lead to de-
termine that 60 samples per R−R signal are enough to 
identify different individuals with a high degree of trust-
ing. If the magnitude of each sample of the R−R signal 
is represented using a byte, a 60-byte string is then ob-
tained. 

Regarding the speech signal, the use of a predeter-
mined single word as the biometric speech data reduces 
the complexity of processing multiple words and also 
avoids the consideration of algorithms for detecting 

endpoints, removing silent parts from the raw audio sig-
nal, among others. Figure 2 shows the speech sample of 

a predetermined single word from an individual. The 
proposed selection process of the forced-choice range is 
quite simple. As can bee seen, the speech signal begins 
around the 1000 sample. In other words, the signal be-
fore the 1000 sample can be considered as noise. The 
amplitude of the noise depends on the environment 

where the biometric system works. In this work, select-
ing the forced-choice range speech sample requires to 

 
Figure 1: R −R signal, forced-choice-range ECG sample, of an 
ECG signal.  

 
Figure 2: S signal, forced-choice-range speech sample, of an 
speech signal. 

set a threshold. When the amplitude of the speech signal 
reaches the threshold, the acquisition process begins. 
The acquisition process takes the first 7680 samples be-
ginning with the sample that launched the acquisition 
process. The acquisition characteristics of the process 
are as follows: sampling rate of 11025 samples/sec, bit 
resolution of 8 bits/sample, and one channel. In this ex-
periment the selected value for the threshold was 0.035. 
However, there is no rule to establish the threshold val-
ue since it depends on the noise characteristics of the 
environment where the biomal biometric system works. 
The forced-choice range speech sample extracted from 
the speech signal is referred to as S signal. Thus after 
performing the acquisition process, a vector of 7680 
values is obtained. If the magnitude of each sample of 
the S signal is represented using a byte, a 7680-byte 
string is then obtained. 
A. Performance Errors Metrics  
The design of the bimodal biometric cryptosystem is 
fully based on the error characteristics of the biometric 
signals. Two error metrics must be considered to design 
a robust architecture, namely, intra-error and inter-error 
(Garcia-Baleon and Alarcon-Aquino, 2009b). The intra-
error is defined as the maximum permissible number of 
errors between two biometric signals, R-R signal or S 
signal, that belong to the same individual. The inter-
error is defined as the minimum required number of er-
rors between two biometric signals that let us to con-
clude that these biometric signals do not belong to the 
same individual.  
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After comparing randomly 6750 raw R-R signals, 
forced-choice range ECG samples, extracted from the 
MIT-BIH Normal Sinus Rhythm Database (Goldberger 
et al., 2000), the mean square error (MSE) intra-error is 
28.5% while the MSE inter-error is 43%. There is a 
band between 28.5% and 43% where the R −R signals 
falling within this band can not be classified. Note that 
if the band is thin, the false acceptance rate (FAR) and 
the false rejection rate (FRR) metrics of the approach 
improve because the degree of uncertainty at the classi-
fication decreases. One way to make the band thinner is 
to filter the random-background noise of the R-R signal 
before performing the comparison. The same experi-
ment is performed for the S signals comparing randomly 
the 400 raw S signal, forced-choice range speech sam-
ple, from our speech database. This database contains 
20 raw S signals from 20 different individuals. The 
MSE intra-error is 40.3% while the MSE inter-error is 
68%. Comparing the MSE intra and inter-error of both, 
R −R and S, signals show that if the bimodal biometric 
cryptosystem had to work under these conditions the 
overall performance will be very poor.  
B. Removing Background-Random Noise  
The use of wavelets as signal analysis tool has increased 
in recent years due to its flexibility and analysis capaci-
ty. Wavelet analysis has been used in discontinuity and 
breakpoints detection algorithms, de-noising, pattern 
recognition and compression algorithms for signal and 
images, and object detection (Walker, 2008). This paper 
focuses on the idea of using wavelets as a tool for ana-
lyzing and then denosing the R-R signals. Removing the 
noise in the biometric signals improves the error metrics 
and reduces the degree of uncertainty. The selection of 
the wavelet function to analyze the R−R signal is based 
on the reduced value of the MSE from the several de-
noising experiments performed over the signal of inter-
est. Several experiments (Chouakri et al., 2005), includ-
ing those performed in this work, have shown that the 
symlet8 wavelet is the best choice to analyze the ECG 
signals. Other wavelets like Daubechies family may also 
be considered. Table 1 summarizes the values for the 
MSE intra and inter error for each decomposition level 
using the maximal overlap discrete wavelet transform 
(MODWT) (Garcia-Baleon et al., 2009a; Garcia-Baleon 
and Alarcon-Aquino, 2009; Alarcon-Aquino and Barria, 
2009). The MODWT is usually preferred over a discrete 
wavelet transform (DWT) due to the translation-
invariant property of the MODWT. This property allows 
preserving the integrity of transient events. Also the 
MODWT can be applied to any sample size (Alarcon-
Aquino and Barria, 2009). The proposed algorithm is 
based on the fact that the trend coefficients hold most of 
the energy of the original signal while the wavelet coef-
ficients do not (Walker, 2008).  

The 4-level symlet8 wavelet decomposition is good 
enough to remove some background random noise but 
also the resulting trend at this level is sufficient to reject 
those R−R signals that are different. After performing 
the 4-level symlet8 wavelet decomposition, the MSE in-

tra-error is reduced from 28.5% to 23.55% and the MSE 
inter-error is also reduced from 43% to 30.82%. The ab-
solute value of the band is reduced from 14.5% to 
7.27% then the uncertainty also decreases. 

 

Table 1: Symlet8 Wavelet Decomposition  
Decomposition level  ECG intra-error  ECG inter-error  

1  28.50%  43.00%  
2  26.00%  39.18%  
3  24.72%  35.95%  
4  23.55%  30.82%  
5  23.45%  26.75%  
6  23.20%  22.90%  

Since we have a 7680-bytes of S signals and in order 
to have a 60-byte string similar to the ECG signal we 
use the discrete wavelet transform (DWT). That is, here 
we are more interested in preserving the bimodal bio-
metric system balanced. When the S signal is decom-
posed a similar behavior to the R−R signal is obtained, 
the intra-error diminishes slowly as the decomposition 
level increases and the inter-error diminishes more rap-
idly as the levels of decomposition increases. The 7-
level wavelet decomposition is enough to remove some 
background-random noise but also the resulting trend at 
this level is sufficient to reject those S signals that are 
from different individuals. 

After running iteratively the comparison process be-
tween S signals of same individual and S signals from 
different individuals the MSE intra-error improved from 
40.3% to 25.6% while the MSE inter-error improved 
from 68% to 49.2%. Then the absolute value of band in 
the case of the S signalsdecreasedfrom27.7% to 23.6% 
thus the band of uncertainty also decreased. However, 
the MSE errors in the R−R signals after the 4-level 
wavelet decomposition and in the S signal after the 7-
level wavelet decomposition are still high to be ignored. 
To deal with these remained background-random noise 
errors, we use the Hadamard code to correct them. 
C. Hadamard Code  
Hadamard codes are obtained from a Hadamard matrix 
generated by Sylvester method (Massoud, 2010). 
Hadamard matrix is a square orthogonal matrix with el-
ements ‘1’or ‘-1’. A Hadamard matrix of any dimension 
can be obtained recursively by (Massoud, 2010)  

11

11

kk

kk
k HH

HH
H      (1) 

To obtain the Hadamard code once the Hadamard 
matrix Hk has been derived is necessary to cascade H 
and -H as follows (Kabatiansky et al., 2005; Moon-
Todd, 2005):  

H
H

Hc
       (2) 

Each codeword can be derived by replacing from Hc 
each Hk-1 by 1 and each -Hk-1 by 0. A Hadamard matrix 
of size n has 2n codewords. The code has a minimum 
distance 2k-1 and hence can correct upto 2k-2−1 errors 
(Morelos-Zaragoza, 2006; Moon-Todd, 2005). Accord-
ing to the MSE reported in the previous section, it was 
determined that the best suitable value for k was 7 for 
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both, R−R and S, signals. In this way, the chosen code is 
able to correct 31 bit out of 128 bit or 24.22% which is 
good enough to correct the inter-errors but not the intra-
errors. This analysis lets us to determine where the er-
rors take place and the percentage of error per sample. 
R−R signals from the same individual usually differs 
23.55% of the total bits. However, the R−R signals from 
different individuals differ 30.82% of the total bits. We 
chose a Hadamard code which is able to correct around 
24.22% of the errors. Then the errors of R−R signals 
from the same individual will be corrected. However, 
the error-correction layer is unable to correct the errors 
when an R−R signal from a different individual is pre-
sented before the bimodal biometric system.  

The same happens with the S signals. S signals from 
the same individual usually differs 25.6% of the total 
bits. However, the S signals from different individuals 
differ 49.2% of the total bits. We chose a Hadamard 
code with k=7 which is able to correct around 24.22% 
of the errors. Then the errors of S signals from the same 
individual will be corrected but not those from different 
individuals. 

III. PROPOSED CANCELABLE TECHNIQUES 
Since the cancelable biometric concept was proposed in 
(Ratha 2001) several cancelable techniques have been 
reported (see e.g. Ratha et al., 2001; Ratha et al., 2007; 
Davida et al., 1998; Juels and Wattenberg, 1999). How-
ever, most of these techniques are designed for a specif-
ic type of biometric or even for a specific system. In this 
section, four naive cancelable techniques are presented. 
These techniques are flexible and can be adapted to 
work with different biometric signals (e.g. speech, ECG 
(Garcia-Baleon et al., 2009a; Garcia-Baleon and Alar-
con-Aquino, 2009)) or even biometric images (e.g. 
faceprint, fingerprint (Rathgeb and Uhl, 2011).  

As stated in Israel et al. (2005) and Singh and Gupta 
(2008) the identification of individuals using ECG or 
speech signals is possible. Also, a cancelable technique 
only makes sense if both biometric signals are acquired 
at exactly the same time. The proposed biometric can-
celable techniques are designed to be implemented on 
hardware. This is due to the fact that a software imple-
mentation may use reverse software engineering. The 
use of databases to test the performance of the biometric 
cancelable techniques is allowed to emulate the devices 
used to acquire the biometric signals.  
Figure 3 summarizes the proposed cancelable tech-
niques. Due to the fact that the proposed biometric can-
celable techniques can be used or adapted to work with 
any biometric signal, a general explanation of the bio-
metric cancelable techniques is given. A particular real-
ization using electrocardiogram and speech signals is 
then shown. All the proposed biometric cancelable 
techniques, Figure3(a-d), are non-invertible and revoca-
ble. The first criterion is essential to guarantee the secu- 
rity whereas the second assures the generation of new 
fake biometrics when there are security concerns. 

Consider that two biometric signals of size n are ac-
quired at exactly the same, these biometric signals may 

be represented using the vector a, {a1, a2, a3, ..., an} and 
the vector b, {b1, b2, b3, ..., bn }. Once the biometric sig-
nals are acquired, the magnitude of each element of the 
vector is represented using a byte. This process also can 
be performed in real time. The resultant signal after per-
forming a biometric cancelable technique is referred to 
as vector c.  

 
Figure 3: Proposed Cancelable techniques. a)Shifting; 
b)Password-dependent shifting; c)Adding; d)XOR  

Figure 3(a) shows the first method, henceforth re-
ferred to as shifting technique, which is an adaptation of 
the GRAY-COMBO method reported in Ratha (2008). 
Taking one biometric vector as a base, the magnitude of 
the elements of the other biometric vector indicates how 
many shifts are applied to the element in turn. The shifts 
are done circularly, to avoid losing data, in the right di-
rection. For example, if vector a has been selected as the 
vector base, an example of the shifting process for the 
first element position is as follows: before the shifting 
process (a1= 00101011 and b1= 00000011), after the 
shifting process (c1 = 01100101, the bits of vector a1 are 
moved circularly to the right three positions because of 
the magnitude of b1). This method can be expressed as 
follows:  

ii
n

ii bac
1

       (3) 
Figure 3(b) shows the second method, referred to as 

password-dependent shifting technique. This method 
works similar to the first method however the direction 
of the shifts can be either left or right. The shift direc-
tion can be defined by a password associated to the in-
dividual. For example, given a vector password p, {p1, 
p2, p3, ..., pn}, in binary form. If p1 is equal to ‘0’, the 
shift must be done to the right. If it is equal to ‘1’, the 
shift must be done to the left. The direction of the shift-
ing does not affect the error characteristics of the bio-
metric signals; moreover, the password represents an-
other layer of security to the bimodal biometric cryp-
tosystem. This technique is given by  
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Figure 3(c) shows the third method, referred to as 
adding technique, where the magnitude of both biomet-
rics, a and b, are added, which can be expressed as c = a 
+ b. Note that this method adds the error characteristics 
of both biometric signals. The performance of the bi-
modal biometric cryptosystem will not be affected while 
the error in vector c is kept below the correctable error 
rate explained in previous sections.  

Figure 3(d) shows the fourth method, referred to as 
XOR technique, which takes both biometric signals and 
XORs the vector elements, position by position. For ex-
ample, given two biometric signals in vector form such 
as: a1 = 00101011 and b1 = 00000011. The resultant 
vector will be c1 = 00101000. This can be expressed as c 
= a b.  

Methods (a, c, d) have the advantage that they can be 
embedded in the current biometric cryptosystems be-
cause the biometric signals conserve their own charac-
teristics. Also, these methods do not need extra infor-
mation besides the biometric signals then these methods 
are independent of the architecture (Zuo et al., 2008). 
Method (b) could require a slight modification in the ar-
chitectures because of the password. However, the 
password represents another layer of security to bio-
metric cryptosystems.  

A. Design and Security Analysis of Proposed System. 
In this section, we present the design of the proposed 
bimodal biometric cryptosystem. The proposed architec-
ture is based on simple concepts. The proposed design 
does not require a speech recognition technique in the 
case of the speech signal or fiducial points (landmarks 
on the ECG complex) detection in the case of the ECG 
signal. The concept is focused on protecting keys using 
biometric information and a XOR function. The concept 
is explained using a theoretical example; however, the 
idea is the same and can be expanded to the case pre-
sented in this paper.  

Consider a randomly generated key of any length. For 
this example, suppose k = 1010. Also, suppose two bi-
ometric signals, a = 32 and b = 21. Then, assume that 
after performing an error analysis was concluded that 
biometric signals from the same individual differ at 
most in 1 bit. If both differ in more than 1 bit, it may be 
concluded that those biometric signals do not belong to 
the same individual thus the key will not be derived cor-
rectly. According to this assumptions, a suitable value 
for designing the Hadamard code is k = 3. In this exam-
ple, the XOR technique will be tested. A complete ex-
ample of how the bimodal biometric cryptosystem 
works is presented as follows:  
1. Encode the randomly generated key using 

Hadamard code. If the key is k = 1010, the encoded 
key will be: H(k)=1010101001010101.  

2. Change the magnitude of the biometric signals to a 
binary representation as follows: a = 
0000001100000010 and b = 0000001000000001.  

3. Apply the proposed cancelable technique. Given 
that the XOR technique is tested, the cancelable bi-
ometric signal is computed using a  b thus the re-
sult will be: c =0000000100000011.  

4. Protect the encoded key H(k) with the cancelable 
biometric signal c obtained in the previous step. 
This is done by XORing H(k) and c. It is important 
to state that this XOR operation is part of the pro-
posed architecture and its purpose is to protect the 
encoded key. The XOR operation in this step is not 
related to any XOR operation of the proposed can-
celable techniques. Then, the protected key will be: 
H(k)protected = H(k)  c =1010101101010110.  

 
Figure 4: Cancelable techniques in practice. (a) S signal (solid 
line), R−R1 signal (dashed line), R−R2 signal (dotted line); (b) 
Shifting technique; (c) Password-dependent shifting tech-
nique; (d) XOR technique; (e) Adding technique.  

The protected key can be saved in any server or port-
able device. The protected key will be derived correctly 
if and only if both biometric signals are legitimate. 
Then, there are two possible cases: biometric signals are 
legitimate and biometric signals are not from the same 
individual who originally protected the key. Assume 
that a legitimate user provides the two biometric signals, 
a = 0000001100000010 and b =1000001000000001. 
Note that the most significant bit of b is different to the 
expected bit. The change of bits originally expected is 
due mainly to noise or artifacts. However, Hadamard 
code is able to correct 1 bit out of 16 in this example, 
the architecture should be able to recover from this er-
ror. To deduce the original key, the inverse process 
takes place as follows:  
1. Apply the proposed cancelable technique. Given we 

are using the XOR technique, the cancelable bio-
metric signal is computed using a  b thus the result 
will be: c´ =1000000100000011.  
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2. Unprotect the H(k)protected. This is done as follows: 
H(k)’= H(k)protected  c’. The result of this operation 
will be: H(k)’= 0010101001010101. If the unprotect-
ed key H(k)’ is compared with the original encoded 
key H(k), it is possible to determine that both vector 
only differs in the most significant bit.  

3. Decode the encoded key using Hadamard code to ob-
tain the original k. The result will be k = 1010. The 
deduced key is equal to the original key, and then it 
can be released to the user.  

If the biometric signals are not from the same user who 
originally protected the key, there will be more errors 
that expected, the Hadamard code will not be able to re-
cover from these errors thus the key will not be deduced 
correctly. This example showed how the proposed ar-
chitecture works but it also shows how important is to 
analyze the error characteristics of the biometric signals 
to design correctly the Hadamard code. A correct design 
will be able to correct the errors and derive correctly the 
key for a legitimate user but the code will be unable to 
correct error if the individual presents not legitimate bi-
ometric signals. The use of an error correction technique 
in this proposed bimodal biometric cryptosystem helps 
to break the fuzziness of the biometrics and the exacti-
tude required by cryptographic. Also, the complexity of 
the biometric cryptosystem remains low. This is particu-
larly useful for hardware implementations.  

IV. SIMULATION RESULTS  
The results reported in this section are divided in three 
parts, namely, graphical demonstration of the biometric 
cancelable techniques, performance of the bimodal bi-
ometric cryptosystem using the false acceptance rate 
(FAR) and the false rejection rate (FRR) and distinct-
ness of the proposed biometric cancelable techniques. 
Note that the simulation results in this section use 
speech and ECG signals extracted from speech and 
MIT-BIH Normal Sinus Rhythm Database respectively 
(Goldberger et al., 2000). The selection of the samples 
is as described in Section 2. Also, note that the key is 
randomly generated and its length is 480bits.  

Figure 4 shows the simulations results of the bio-
metric cancelable techniques. Figure 4(a) shows a S sig-
nal (solid line) and two samples of R−R signals (R−R1 
dashed and R−R2 dotted lines) that belongs to the same 
individual. These three biometric signals are used to as-
sess the effectiveness of the proposed biometric cancel-
able techniques. Figure 4(b) shows the shifting tech-
nique. The dashed line is obtained using the R−R1 signal 
as basis signal while the dotted line is obtained when 
R−R2 signal is used as basis signal. The solid line repre-
sents the error between these two cancelable biometric 
signals which is clear under the error correction rate that 
the proposed architecture is able to work under these 
conditions. This can be seen under samples 15 to 20 and 
around 30. Figure 4(c) shows the password-dependent 
shifting technique. Also, two different cancelable bio-
metric signals are obtained using R−R1 and R−R2 sig-
nal. The solid line shows the error between these two 
cancelable biometric signals which is also under the er-

ror correction capabilities of the architecture.  
Figure 4(d) shows the XOR technique. The error rep-

resented by the solid line is very low however the can-
celable biometric signals obtained applying this tech-
nique are quite similar to the original speech signal. 
Figure 4(e) shows the adding technique. The solid line 
shows the error between two cancelable biometric sig-
nals of the same individual. The error is higher than the 
XOR technique but the cancelable biometric signal 
compared with the previous technique is less similar to 
the speech signal.  

The second part of the results reported in this section 
is related to the FAR and the FRR metrics. To illustrate 
the performance of the proposed architecture we have 
used the MIT-BIH Normal Sinus Rhythm Database 
(Goldberger et al., 2000). The complete test made in-
clude all the available records in this database (18 rec-
ords in total). Each record offers around 60,000 R−R 
signals of that ECG signal. Our system architecture only 
uses 60 samples out of 75-120 samples that offer each 
R−R signal. Then, we have around 780 R−R signals to 
be possible verified per ECG signal. One R−R signal is 
randomly selected between the780 possible R−R signals 
and used to generate the cancelable biometric signal. 
The rest of the R−R signals are used as the universe to 
determine the FAR and FRR metrics. Regarding the S 
signals, a speech database was created for testing pur-
pose. This database contains 20 raw different speech 
signals from 20 different individuals. Also, one S signal 
is randomly selected between the 400 possible S signals. 
The rest of the S signals from the speech database is 
used to compute the FAR and FRR.  

Table 2 summarizes the FAR and FRR metrics ob-
tained for all the four cancelable techniques. The XOR 
and adding techniques show the best performance re-
garding the FAR and FRR metrics; however, Figure 4 
shows that these cancelable techniques produce cancel-
able biometric signals quite similar to speech signal. In 
contrast, the shifting and password-dependent shifting 
techniques perform poor regarding the metrics com-
pared with the adding and XOR techniques; however, 
the resultant cancelable biometric signals do not look 
similar to the speech signal (see Fig. 4).  

The third part of the experiments is related to the dis-
tinctness of the generated cancelable biometric signals 
using different cancelable techniques. The distinct ness 
is tested for each cancelable technique as follows: 30 
cancelable biometric signals are generated using infor-
mation from the same individual and 150 cancelable bi-
ometric signals are generated selecting randomly infor-
mation from different individuals of the available data-
bases; then, 1 out of 30 signals is selected. Using the se-
lected cancelable biometric signal as a base is computed 
the Hamming distance with the rest of the 149 cancela-
ble biometric signals. It is expected that the 29 cancela-
ble biometric signals from the same individual have a 
small Hamming distance. On the other hand, the other 
150 cancelable biometric signals should show a greater 
Hamming distance compared with the base.  
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Table 2: Performance of Proposed Cancelable Techniques 

Cancelable Technique  FAR  FRR  Clock cycles  
Shifting  0.84%  14.12%  480  

Password-dependent  0.18%  13.70%  1080  
XOR  0.14%  9.56%  360  

Adding  0.30%  11.60%  360  

 
Figure 5: Distinctness Histograms. (a) XOR technique; (b) 
Adding technique; (c) Password-dependent shifting technique; 
(d) Shifting technique.  

Figure 5 shows the histograms for all the cancelable 
techniques. The Hamming distance has been normal-
ized. The best performance regarding the distinctness is 
given by the shifting and the password-dependent shift-
ing techniques because approximately 80 cancelable bi-
ometric signals have about half the bits different (see 
Fig.5(c),(d)). Also, the 30 cancelable biometric signals 
from the same individual are concentrated around the 
0.25. This also shows that these two cancelable tech-
niques have repeatability for the same individual but 
distinctiveness for different individuals. This data also 
matches with the error characteristics presented before.  
Adding and XOR techniques have a poor performance 
as expected after analyzing the data from Fig. 4 where it 
was concluded that the two techniques generate quite 
similar cancelable biometrics signals compared to the 
original speech signal. 

V. CONCLUSION  
In this paper four naive cancelable techniques have been 
reported. The complexity of the proposed techniques is 
quite low compared with other more sophisticated tech-
niques (see e.g. Garcia-Baleon et al., 2009a; Garcia-
Baleon and Alarcon-Aquino, 2009; Zho et al., 2008). 
However, the proposed techniques also offer a notable 
distinctiveness between the generated cancelable bio-
metric signals. Moreover, a simple bimodal biometric 
cryptosystem is presented to show the application of the 
cancelable techniques. The cancelable techniques are 
general and can be used with any type of biometrics 
signals, not only ECG and speech.  

Adding and XOR techniques perform very well re-
garding the FAR and the FRR metrics however the dis-
tinctiveness is poor. In contrast, shifting and password-
dependent shifting techniques perform poorly regarding 
the performance metrics however the generated cancel-

able biometric signals show a high degree of distinc-
tiveness. Also, the computational cost is important due 
to the fact that cancelable techniques are usually imple-
mented in hardware. Then, adding and XOR techniques 
are easily implemented compared with shifting and 
password-dependent shifting. Note that the four cancel-
able techniques do not require a high computational ca-
pacity. Thus, if there is a cryptosystem with low hard-
ware resources and the metrics are quite important, it is 
recommended the adding or XOR technique. But if a 
extra layer of security is required and the metrics are not 
so determinant, a password-dependent shifting imple-
mentation is suggested.  

The shifting technique is recommended when the bi-
ometrics signals are in more danger of being stolen due 
to the fact that this technique performs very well regard-
ing the distinctiveness. However, the metric will affect 
the overall performance of the bimodal biometric cryp-
tosystem.  

The biometrically protected random-key is 480-bits 
length. This key length is good enough to work with 
most of the well-known cryptographic algorithms. A 
successful recovering of the key depends on the legiti-
macy of the biometrics signals provided by the individ-
ual who requires the verification. The error correction 
layer and the wavelet analysis performed over the bio-
metric signals helped to improve the performance met-
rics.  
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